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OEOCOBEHAIIO3ItrEfl T

OEOPYABAIIE tr YCJIYTI{, CBbPSAHI,I C PA3IM,flBAHE IIA CbtrIECTBYBAtrIA
XAPAYEPHA AP)MTEKTYPA 3A PE3EPBHI{ I(OIIIIS GETbTT)

I. IIEJI
rlper nacrouara o6rqecrBeHa flopbrma ce qeJrrr ,ua ce pa:]m{ptr cbqecrByBaqara xapAyepEa

apxrrreKrypa 3a cb3aaBane Ira p6epBlrx xonnr (6erin) Karo ce ,qocraB[ o6opy,paHe c no-rorrrM

KatraruTeT 3a cbxpaHffiafle Ha apxltBlrl{ ,qaIrHI'I Ha ,UUCI(OBe.

T. CbIUECTBYBATIONOJIOXEIIIIE

B uouexra B cBqecrB)'Baqara xapayipua apxxrercrypa Ea M(D ce uguornsa ycrpoficrno EMC

Data Domain 160 brc cepueu rouep 3F12138099 sa crsaaBaHe na pe3epBHr{ xornu. YcTpofictnoto

errtyrmpa Virtual Tape Library c uoA.Eprxoca ua LTO-4. Kanaqlrrerbr ua ycrpoficrnoro e EeAocrarsqeu.

llsnoJlgsa ce u Jleurono ycrpoficTBo ga 3arrEc, KoeTo e TexEoJIorErIHo OcTaprno z pa6oTE c xoEclt(aTEBIl

c orpaggrreqa upO,EbJIlI<rTemIOcT IIa eKcIIJIOaTa.@r. OcSeH nOCoceHETe HeAOCTaTrqtr Ha

c6rqecrB,tsaqara apxrrrercr,?A 3aron sa eneKrpolrEoro yfipaBneunp u nol[topMzrrnBlrlme. aKToBe ICEM

uero I{3[tcKBaT .qorlsJrrrl{TeJrEo KpErrErpaEe Ea cBxpaEelrnre pe3epBlrlr I(orII,It.

III. II3trCKBAIII{,g KbM }I3NbJIIMHIIETO HA TIOPbIIKATA

1. Btseaenre

Ycrpoficrnoro rpr6ra aa 6rae aocraBeuo c Bcrqrs neo6xoAmrs (lyxxqronaluocru E JMqeE3tr

3a aBToMartrtma orAz111errega pertJrrrtaqu c tr3noJnBauoro n Mmucrepcrso na lpnraucrre ycrpoicrao

EMC Data p611ain 160. Ycrpoficrroro T pe6ra Aa 6rAe co(!ryepuo o6esueqeso or rrpou3Bo.4rreJrt 3a

ynpaBJleHr.re Il aBTOMaTE3rIpaIre Ha [poqeca ua cb3aaBaEe [r BB3cTaEoBmaEe Ea pe3epBEu KoIIrtr

(6eK!III{) fl flo,ucfiryprBaseto sa 6e:orxanEocr Ha Irpoqeca oE lacHo creAEara cxeMa:
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2. .{eftnomurc, Koqm clleEa Aa ce tr3Btpuar, BKJrIoqBar:

'' - flocraaxa E nEcranaru, na iap,ryep , co([ryep;

- Llrrerpawr ua o6opyrauero B sbqecrByBaEara cp€ra;

- flpeuectnaxe Ea crqecrByBaqoro o6opyaaaae s I4T IIeErEp 2;

- flycxare B exc[noararyt;

- fapamEromatro,qApsxKa

3. Mrcto Ha tr3rrt.llgegtre:

,(ocrarxam u aefuocture ro mcranarpr, trETerpary u rapzrrtromo o6cnloroaue ce

E3BbprrrBar B crpaAara na I{Y sa MO r rp. CoQrr, yn. ,,f.C. Paxoncrq" Ns 102 (I{T qerrtp l) u n rp.

flnoamm (I4T ue nr,;p 2),sa nocoqeH or B"*or1*t"* 
"4p"..

4. Cpox ua gocranxa

Cpox aa 4ocrarxa rr uncraJrlqraEe Ea rExErqecxoro o6opypaae - 60 (mectAecer) ra:rex4apnu

.rIE, CrmftrEo oT .qaTaTa Ea cKJIrorIBaEe Ea AotoDopa

5. llgzcrsasnr K6M raparyoEEara troaApbxr€:

- Cpor: Mm{yu 36 Meceqa;

- Pe;rcmr:24x7;

- Bper,re :a pear<rur: Ao 4 saca cre.u troaaBaue Ea oepBE3Ea 3:urBxa;

Bpeue ' ea ottq)au IBaEe Ea xap,ryepEa Eexrtrp:lBEocr: Ee tro-rcbcro or

creApanl pa6ores Aes;

6. Koucperwre u3BcKBaEtr rcEM trapaMerpnr€ Ea o6opyarauero ca omcautr

uoapo6no s sacrm ,,Texmiecru cneryOmorrnq ra nopt.mata". Yqactmcrt uoIrEJrBa B

Texruqecxoro cE flpeAroxenEe tro Bcs(a eEa or rro3@re or TexmcecleTa cueqE0mcaryr ga

B!3JroxrreJrr Mapxara/uo4errcr sa.fipearariaEoro o6opyparie E trpoA5rrcroBErr xorrep, uo rofrm

e.Eo3rraqro ce olpe.uer, trpeanoxerara xoa([rr5pa{rr.
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Ycrpoficrro 3a apxr{Br.rpane Brpxy AI,IcKoBe uapxa/rrao4en c npo4yrroa Ne

Mnnnua,nuu urHcKBaHHfl xr'u ycrpoficrnoro 3a apxllB[pane Texnuqecxo [peAJroxeH[e

flo,{aprxra na Aeaynm,rraqur,inJine rexHorornrl, roMrlpecu, Ha .qaHHlrre

Eit:uoxsocr :a uoHTax B 19" urrar[

Kanaqmer - ur.rs. 48TB RAW, pasruupreM ao MI{HuMytu 200TB RAW
KarauuTeT
3aqma cpeqy eAHoapeMeHEo orIIaAaHe Ha ABa allc(a or AlrcKoBara rpyfla

KorrryuuxaquonHu noprcBe - vna.2 6por l0 Gbps Ethemet, 2 6por lGbps
Ethemet u uun. 2 6por 16 Gbps FC ropra,.qocraBeH csc crorsernlre SFP

MoAyJrr{; Aa noAAbpxa rrp, HyxAa aorlbnHlrreJlHu MI{H. 26p. l6G FC u utttt. 4
6p. lOG Ethemet (SFP) uoprone
I-fexrpzurusupano ytrpaBneHlre npes ye6 th,ntu rpa$uten norpe6urelcru
uureptbefic
flogaprxxa Ha ,,target" ycrpoficrea run virtual tape library (VTL), unu.
runoee LTO-4 LTO.s, NAS CIFSNFS TJIH EKBIIBAJIEHTHO

Bruuoqenu n leu3 3a [3B6pmBaHe na ,,source"-6arupaua ,[eAynnHKaIIut npn
cspBlpure, nlrleu3 3a ro4upane (encryption) Ha AaHHI,ITe [p]I apxllBupagero
[M,.nnueu3 3a orAanerreua penn Kaqflr c ycrpofic'rno EMC Data Domain 160.

,(a noggrpxa nrun. 200 rloroKa Ha 3arIuc (wdte streams) rlpr.l I,I3noJBBaHe Ha

,,source"-6arupana,qeAyIl JIIrxaqtl,

MunnuanRu fitrrcrBaHrrfl xtnr co{ryepuoro o6etneqasa[e Texnuqecxo flpeAfl oxenue

IloqrorneH nr,rrleu3 3a cot[ryepa 3a apxlrBltpaHe (backup) Ir Br3craHoBrBane
(restore), HantJIEo crBMecrI{M c flpeA;roxeHoro 3a apxuBHpaHe

Egunna rpa$uvHa KoHsoJra 3a y[paBJIeHIre Ha Bcl{.rru {ryrxquoHanrocrr'r

BrsMoxuocr ,ua pa6oru Blpxy pa3nnrIHLI crrcreMl{ 3a Bl{pryaJln3auu, - MltH.

Microsoft Hyper-V.
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Brsruoxnocr 3a rr3nparqane Ha lrBecrn (e-mail) nprl ycflerxHo unu
Heycneuxo flpr{rurrorlBaHe rra 3aAag[Te IIo apxr{BupaEe u 3a r€Hepl.rpaHe Ha
orrreru, Brr. 3a ycneruno/neycnelllro 3aBrplrrnane Ha trpoqecure ct3aaoaHe Ha
pe3epBHr{ Kom r ri rr3flpaqaHe Ha reHepupaHure or.rerli uo e-mail
Ilog,qpbxxa Ha MnH[Myl( cJreArrrlre BlAoBe c63AaBaHe Ha pe3epBHH Korru, -
rrBmrr{ (full), qacfliqnr{ (incremental), Synthetic full backups sa Safiroau
clrcreMll, BItpryaJIH[ MarlruH]t l,l 6a3[ aaHH[.
.{a noggrpxa pa6ora c (nacrepHu crrcreMn 3a Brrpryiurrr3arlr,rr (VMware
vSphere u Microsoft Hyper-V)
,{a npe4octanr Br,3Moxuocr 3a apxuBnpaHe r,r ab3craHoBrBaue Ha rreJrn

BlrpryaflHr-r Mau[Htr, pa6oreulu rroA ynpaBneHxero sa VMware vSphere u
Microsoft Hyper-V

.{a npegocranr Bt3MoxHocr 3a Bt3cranoBrBarre Ba oraeJrHu Qafi.none or
apxrrBupaHuTe Bupryanuri MauHHr, 6es Aa e ueo6xo4urrlo sr:ciaHosrsaHe rra
q,JIATA BI,IPTY'IJIHA MAIIII4HA

,(a no.qArpxa variable length deduplication n clienfside deduplication

Ilog.qprxra ua LDAP uurerpaqur

Iloggprxra Ha apxlB[paue ri Br3crinroB.f,Baue Ha AaHHrlTe or r[rcxuec6x
crpB6pr{ c o[epaqrrorH[ cacreMu MrrHr{MyM Microsoft Windows Server 2008,
2012,2016, Karcro r-r 3a rleJru Qu:uvecxu crpBrprr (bare metal recovery)

,{a uo,q.6pxa nurerpaq[, 3a c]3AaBaHe Ha pe3epBur{ r(o[r,r, or np[Jroxenr{,
rpe MS Volume ShadowCopy Service (VSS).

Aa norqbpxa oruafiu apxunupaHe Ha 6asn or AaHHu r.r npxaoxeHllr (6e:
npeKtcBaue ua pa6ora'ra nu)
Br-novenn -nuqeH3r 3a apxrBr{paHe Ha BlrpryaflHl{ M:lrlruH}r, noggrpxanu or 5
6por xlrcrepuparu .qByapoqecopHr.r cbpBrpu n cpeAa Ha Brrpryan 3arlu,
Microsoft Hyper-V rrpryarua cpega
Bxmoqeru nurleH3r, 3a apxr,rBrrpaue sa eArrH 6pofi rfusuuecru
eauonpouecopeH cBpBrp c olepaur{onHa cucreMa Microsoft Windows Server
2016
Brcuoqenu nrrrleH3r,r 3a 3arqr-rra Ha ner aByrrpoqecopHu clpBspu c Microsoft
Hyper-V Windows Server 2016
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Brunoqeun rxqeHgu sa onraftH apxunupane (6e3 flpeKbcBaxe ra pa6orara uu)
sa 6a:u Aansu MuH. Bepcu, MS SQL 2008.
Br.ltro.renn rrfllensu sa orlafiu apxnnupaHe (6es npexrcrane) ua MS Exchange
repcr.ra 2016 a DAG
Bcu.rxu 4ocraoeH[ Jllrreg3r, rpr6na 4a ca nocroxHHl, (npu urruuaue ua
3ar(yrreHara floarprxKa [poayK'r-6T rpr6na ga npoAGnxaBa Aa [peaocraB,
nrrsa rbyxxquouamrocr)
I-apau quomra nog4ptxra :

,{a ce ocurypn rapasqrrouHa norApr,xKa crc cJIeAHI{Te napaMerplr:
- Cpor: uuuulr,Il'trl 36 ueceqa;
- Pexuu:24xl;
- Bpelre sa pearulun: go 4 qaca creA floaaraHe Ha cepBlr3ra 3arBKa;

flpegocrarrue Ha HoBu nepcuu ua cor[ryepr,rre (updates and upgrades)

3a nepuoAa Ha rapaHIII,oHHara floA.qpr,xKa;

- Ilpe4ocranrHe Ha ctntTcrBaluu ycryrn Texnnqecrco flpeAnor(eH[e

,{ocrarra, t,tHcrirnupaue, ront[r,rrypapane u uHTerp[pane Ha ycrpoficrroro :a
apxuBnparre Bbpxy AHcxoBe u.ua cor!ryepa xbM ctlqecrByBalqara
uu Qpacrpyrrypa na Br,uoxrlrerr

llgrorssHe Ha nonuruKrr 3a apxuBnpaHe Ha npe,4BIrAeHHTe 3a 3alrlura ner
ABynpoqecopHr.r ccpBcplr, crc croTBeTcTBaIrIIrTe BnpTyanu uarurHu, 6alu
AaHHl, l' nprroxeHlt,
Kon$nrypupane rra Mo.uyn ga ua6rpAenue u ynpaareuue na npoqecl{Te 3a

apxI.lBHpaHe I,r Bb3craHoBrBaHe

Kour$urypupane Ha orITI,IManeH cflucbt( or tt3BecrrBanux aa ut6pann cr6ll.rras
cnprMo (orrKpernara un$pactpyrrypa ua Brg.noxutem.
Kon$urypupaue Ha Hiullrqnoro ycrpoficrno EMC Data Domain 160 xaro
ycrpoficrno 3a orAanerleHa penJllr(alryt, 3a pesePBHpaHe Ha Kpltr[qHure
apxIlBr,r
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,(pyru urucrcnauun:

- ,{a npurexana ceprur[urar EAC EN ISO/IEC 27001 sa ynpaBnexrre carypHocrra na unr[opuaquxra rrJr]t eKBuBaJreHr B arryaflHa Bepcfl.s,

BaJruaeH Ao aarara Ha BiIJInArrocr Ha npeAJroxenara or[epra, xaro 3a yAocroBeprBaHe Ha roBa o6crorrercrso ce npeAcraB, 3aBepeHo Konlre Ha

AOKyMeHra;

- ,[a npurexana oropx3arlu, or rlpor.r3Boa[TeJu l{Jrr,r or HeroB oropn3rrpaH npeacraB[TeJr 3a npe.qnaraue r{ noAAtpxaue Ha cr,orBernu, xapAyep

u cor[ryep, Karo 3a yaocroBeprBane na rosa o6crorreJrcrBo ce npeAcraB, 3aBepeHo Kontle or Ao(yMeHTa.
- ,{erafinnu npoqe4ypr,r sa "backup" a "restore" c npeA.,roxeHnr cotpryep u o4o6peNure rroJrurnr(u 3a apxxBlrpane;

- Llxcralaqnma u no&qpBxxara aa ce ocburecrBrnar or cepurt[uqupaHn 3a [peAJrarauoro o6opy,{nane cnerllranucrlr;
- .{a npegocranu .qoKyMeHrarIH, H pbKoBoAcrBa 3a pa6ora or nporr3BoArrre:u Ha coQryepa H xapAyepa;
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